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Introduction

In today’s interconnected and increasingly digital world, cybersecurity has become a critical
concern for organizations of all types. Recent federal mandates have made managing cybersecurity
risks in the supply chain more rigorous for suppliers and the organizations they support, such as
Oak Ridge National Laboratory (ORNL). These mandates aim to safeguard sensitive federal
information and protect against the growing threat of cyberattacks targeting supply chains.
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The importance of these requirements cannot be overstated. Supply chains have become a
preferred attack vector for cybercriminals, who exploit vendor and supplier systems vulnerabilities
to access critical organizational data or disrupt operations. By ensuring robust cybersecurity
practices at every level of the supply chain, we collectively strengthen the resilience of federal
operations and protect vital information.

We understand that these requirements place additional responsibilities on vendors, suppliers, and
ORNL to ensure compliance. Consistent with ORNL’s goal of making this process as transparent
and manageable as possible, the following “Guidance for Vendors/Suppliers” attempts to provide
clear guidance and support for meeting these requirements. While it is an adjustment for all of us,
these measures are essential to maintaining trust, security, and operational continuity in an
increasingly challenging threat landscape.

The following guidance is designed to assist vendors and suppliers in completing the cybersecurity
assessment questionnaire. It provides detailed explanations and practical examples to clarify what
is being asked and how you can demonstrate compliance with these federal mandates. ORNL is
committed to partnering with our suppliers to achieve these shared security goals while minimizing
unnecessary burdens wherever possible.

Note: If your response references a formal policy, internal operating procedure, or similar
document, please provide a copy of the document or the relevant section(s) that directly support
your response. Ensure that the referenced content clearly aligns with the information provided in
your answer. Redact any proprietary or sensitive information that is not relevant to the
questionnaire, while maintaining sufficient context to demonstrate compliance.

Questionnaire Guidance!

(1) Explanation and Instructions for Vendors: Limiting Information
System Access to authorized users, processes acting on behalf of
authorized wusers, or devices (including other information
systems).

The requirement to "limit information system access to authorized users, processes acting on
behalf of authorized users, or devices (including other information systems)" is fundamental for
securing systems against unauthorized access. Below is an explanation of what is being asked and
practical guidance to facilitate the completion of the associated Security Assessment.

Explanation of the Requirement

! Each heading, identified by small Roman numerals, tracks with each of the similarly identified queries within the
Security Assessment. The information herein is offered as guidance only. Your answers to the questions contained
in the Security Assessment should be detailed, specific, and responsive to each respective question.
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This clause, derived from FAR 52.204-21standards and NIST SP 800-53, mandates that vendors
implement access controls that ensure only authorized individuals, processes, or devices can access
their systems. To protect sensitive federal contract information (FCI) and other organizational data,
unauthorized access must be proactively prevented.

Key Objectives:
1. Prevent unauthorized access to systems and data.

2. Ensure that processes and devices acting on behalf of users are also authorized.
3. Securely connect with other systems while maintaining access controls.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
limit information system access to authorized users, processes acting
on behalf of authorized users, or devices (including other information
systems), which may include, but are not limited to, the following:

1. Identification of Authorized Users and Devices:

e Examples
1. Maintenance of an up-to-date inventory of users permitted access to your
information systems.
2. Tracking of authorized devices that connect to your network, ensuring all
are registered and vetted.

2. Implementation of Role-Based Access Control (RBAC):

e Examples
1. Assignment of permissions based on the roles of users within your
organization. For example, a finance team member should not have access
to IT configuration settings unless explicitly needed.
2. Limitation of access to the minimum necessary for users to perform their
jobs (principle of least privilege).

3. Securing of Processes Acting on Behalf of Users:

e Examples
1. Ensuring automated processes or services (e.g., scheduled tasks or system
APIs) are authenticated and authorized.
2. Monitoring of these processes regularly to prevent misuse.

4. Use of Multi-Factor Authentication (MFA):

e Example
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1. Requiring MFA for all system access to add an extra layer of security
beyond passwords.

5. Monitoring and Audit Access:

e Implementation of logging mechanisms to track access attempts and detect
unauthorized activity.

e The regular review of access logs and identification of any anomalies or suspicious
activities.

6. Control of Inter-System Connections:

e Secure configuration of connections between your systems and external systems.
e Ensuring that data exchange complies with documented encryption standards and
that external systems are trustworthy.

7. Training:

e Education of employees and contractors on access policies and the importance of
protecting credentials and devices.

Citations and References
o FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems.
o NIST SP 800-53r5: Access Control (AC) Family, specifically controls like AC-2 (Account
Management) and AC-3 (Access Enforcement).
e NIST SP 800-161r1upd1: Supply Chain Risk Management Practices emphasizing secure
access to information systems.

(11) Explanation and Instructions for Vendors: Limiting Information
System Access to Authorized Transactions and Functions

The requirement to "limit information system access to the types of transactions and functions that
authorized users are permitted to execute" emphasizes the principle of least privilege, ensuring
that users can only perform actions and access data directly relevant to their roles. Below is an
explanation of what is being asked and practical guidance to facilitate the completion of the
associated Security Assessment.

Explanation of the Requirement

This requirement builds on the broader concept of access control by specifying that permissions
must not only limit access to systems but also restrict what authorized users can do within those
systems. This is intended to prevent accidental or malicious misuse of privileges and ensure

compliance with FAR 52.204-21, NIST SP 800-53, and NIST SP 800-161rlupd].

Key Objectives:
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Restrict user actions to only those required for their roles.

Prevent unauthorized transactions or actions that could compromise system integrity or
data security.

3. Minimize the risk of privilege escalation or misuse.

N —

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
limit information system access to authorized transactions and
functions, which may include, but are not limited to, the following:

1. Definition of User Roles and Permissions:

e Establishment of detailed user roles within your organization (e.g., mapping each
role to specific job functions.)

e Assignment of permissions that align strictly with these roles, ensuring users only
have access to necessary functions.

2. Implementation of Role-Based Access Control (RBAC):

e Use of RBAC to define and enforce the specific types of transactions and functions
users can perform.
e For example:
= An HR user should only have access to employee records, not financial
systems.
= A system administrator should not have access to sensitive business data
unless needed for maintenance.

3. Application of the Principle of Least Privilege:
e Limitations of user permissions to the minimum necessary to perform their tasks.
e The regular review of permissions and removal of access no longer required.

4. Use of Segregation of Duties (SoD):

e The separation of critical tasks to prevent a single individual from executing all
steps in a sensitive process.
e For example, separate roles for initiating and approving transactions.

5. Enforcement of Transaction Controls:

e Configuration of systems to restrict users to specific types of actions, such as
viewing, editing, or deleting data, based on their permissions.

e Prevention of unauthorized users from accessing administrative functions or
sensitive data.
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6. Monitoring of User Activity:

e Implementation of audit trails to monitor and log user actions within systems.
e The regular review of logs to ensure users are performing only authorized
transactions.

7. Periodic Reviews:

e The periodic review of user permissions to ensure they remain appropriate for
current job responsibilities.
e Addressing discrepancies or redundant access immediately.

Citations and References
e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
particularly emphasizing role-based access and transaction controls.
e NIST SP 800-53rS: Access Control (AC) Family, particularly controls like AC-5
(Separation of Duties) and AC-6 (Least Privilege).
e NIST SP 800-161r1updl: Supply Chain Risk Management Practices for Systems, which
highlights secure configuration of user permissions and access levels.

(111) Explanation and Instructions for Vendors: Verifying and
Controlling/Limiting Connections to and Use of External
Information Systems

The requirement to "verify and control/limit connections to and use of external information
systems" focuses on ensuring that external systems connecting to your organization’s network do
not pose security or data integrity risks. Below is an explanation of what is being asked and
practical guidance to facilitate the completion of the associated Security Assessment.

Explanation of the Requirement

This clause emphasizes managing and securing all interactions with external information systems,
such as third-party platforms, cloud services, or contractor-managed systems. The goal is to
prevent unauthorized or insecure external systems from accessing or compromising your
organization’s network.

Key Objectives:

1. Verify external systems before allowing them to connect to organizational information
systems.

2. Limit the scope of connections to external systems to only what is necessary.

3. Monitor and control data exchanges with external systems to prevent unauthorized access
or data leakage.
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Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
verify and control/limit connections to and use of external information
systems, which may include, but are not limited to, the following:

1. Identification of External Connections:

e Maintaining an up-to-date inventory of all external systems connecting to your
organization’s network.

e C(lassification of external systems by their purpose (e.g., third-party cloud services,
remote work systems, or subcontractor platforms).

2. Implementation of Connection Approval Processes:

e Requiring prior approval for any external system attempting to connect to your
network.

e Establishment of formal processes to evaluate the security of external systems
before granting access.

3. Use of Secure Connection Protocols:

e Requiring secure protocols (e.g., HTTPS, SFTP, or VPN) for all data exchanges
with external systems.
e Encryption of data during transmission to protect it from interception.

4. Limitation of Scope of Access:

e Configuration of external systems to access only the data or functions necessary for
their operation.
1. For example, a third-party payroll system should only have access to
payroll-related data, not the entire employee database.

5. Authentication and Verification of External Systems:

e Implementation of strong authentication mechanisms (e.g., digital certificates or
API keys) for external systems connecting to your network.

e Periodic verification that external systems remain compliant with your security
policies.

6. The monitoring of External Connections:

e Use of intrusion detection systems (IDS) or intrusion prevention systems (IPS) to
monitor data traffic between your network and external systems.
e Flagging and investigation of any unauthorized or unusual activity.
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7. Termination of Unused or Unauthorized Connections:

e Regularly review of active connections and the disconnection of any that are no
longer needed or do not comply with security policies.
e Blocking of all unauthorized systems from accessing your network.

8. Development of Contingency Plans:

e Preparation of incident response plans and contingency plans to handle scenarios
involving external systems, such as a breach or malfunction.

Citations and References
e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
highlighting secure management of external system connections.
e NIST SP 800-53r5: System and Communications Protection (SC) Family, including
controls like SC-7 (Boundary Protection) and SC-15 (Collaborative Computing Devices).
e NIST SP 800-161r1updl: Cybersecurity Supply Chain Risk Management Practices,
addressing external system verification and secure integration.

(1v) Explanation and Instructions for Vendors: Controlling
Information Posted or Processed on Publicly Accessible
Information Systems

The requirement to "control information posted or processed on publicly accessible information
systems" ensures that sensitive information is not inadvertently exposed to unauthorized
individuals through publicly accessible platforms, websites, or services. Below is an explanation
of what is being asked and practical guidance to facilitate the completion of the associated Security
Assessment.

Explanation of the Requirement

This requirement addresses the need to carefully manage and protect data shared on systems
accessible to the general public, such as company websites, public portals, or cloud services with
publicly shared links. Sensitive information, such as Federal Contract Information (FCI),
proprietary business data, or personal information, must not be disclosed or improperly processed
on these systems.

Key Objectives:
1. Prevent accidental or intentional exposure of sensitive data on public platforms.

2. Ensure compliance with regulations like FAR 52.204-21, NIST SP 800-53, and NIST SP
800-161rlupdl.
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3. Mitigate risks associated with unauthorized access, data breaches, and reputational harm.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
control information posted or processed on publicly accessible
information systems, which may include, but are not limited to, the
following:

1. Classification of Information:

e Identification and labeling of sensitive data, such as FCI or personal information,
that must not be posted on publicly accessible systems.

e Use of data classification schemes to differentiate between public, internal, and
restricted data.

2. Restriction of Public Posting Permissions:

e Limitation of the ability to post or process information on publicly accessible
platforms to authorized personnel only.

e Implementation of role-based access controls (RBAC) to manage who can publish
or modify content on public-facing systems.

3. Implementation of Content Review Processes:

¢ Requirement of a formal review and approval process before any information is
posted on publicly accessible systems.

e Verification that sensitive or restricted data is redacted or removed during the
review process.

4. Use of Secure Platforms:
e Assurance that all public-facing systems (e.g., websites, cloud-based platforms) are
configured securely.
e The regular update and patching of these systems to protect against vulnerabilities.
5. Monitoring of Public Content:

e Use of automated tools or manual audits to monitor public-facing systems for
sensitive data exposure.

e The periodic scan of websites, public repositories, and other platforms to ensure no
sensitive data has been posted inadvertently.

6. Training:

e Training of employees and contractors on the risks of posting sensitive data on
public platforms and the organization’s policies for controlling public information.
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7. Development of Incident Response Plans:

e Preparation of response procedures for cases where sensitive data is accidentally
posted or processed on publicly accessible systems.

e Includes steps for removing the data and notifying affected parties or regulators as
necessary.

8. Utilization of Data Masking Techniques:

e Use of techniques like tokenization or anonymization for data that must be
displayed on public platforms to minimize the risk of exposure.

Citations and References
e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
emphasizing the need to control publicly accessible data.
e NIST SP 800-53r5: System and Communications Protection (SC) Family, particularly SC-
31 (Covert Channel Analysis) and SC-32 (Information Input Restrictions).
e NIST SP 800-161rlupdl: Cybersecurity Supply Chain Risk Management Practices,
which highlight the need to protect sensitive information in public environments.

(V) Explanation and Instructions for Vendors: Identifying
Information System Users, Processes Acting on Behalf of Users,
or Devices

The requirement to "identify information system users, processes acting on behalf of users, or
devices" ensures that all entities interacting with an organization’s information systems are
uniquely identifiable. This prevents unauthorized or anonymous access, enhancing accountability
and security. Below is an explanation of what is being asked and practical guidance to facilitate
the completion of the associated Security Assessment.

Explanation of the Requirement
This requirement focuses on ensuring every user, process, or device accessing an information
system can be accurately identified and tracked. It supports robust authentication, accountability,
and system security by addressing the "who" and "what" accessing your systems.
Key Objectives:

1. Assign unique identifiers to all users, devices, and processes interacting with information

systems.
2. Prevent unauthorized entities from gaining access to systems.
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3. Enable tracking and monitoring of system activities to detect and respond to threats.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
identify information system users, processes acting on behalf of users,
or devices, which may include, but are not limited to, the following:

1. Assignment of Unique Identifiers:
e Creation of unique user IDs for every individual requiring access to the system.
e Assignment of unique identifiers to devices (e.g., MAC addresses, device IDs) and
processes acting on behalf of users.
2. Maintaining an Updated Inventory:
e Keeping an up-to-date inventory of all authorized users, devices, and processes.
e Includes details like user roles, device types, and access levels.
3. Implementation of Access Management Systems:

e Use of identity and access management (IAM) solutions to manage and enforce
unique identifiers for users, devices, and processes.
e Integration of IAM with directory services (e.g., Active Directory) for centralized
control.
4. Authentication and Verification of Entities:

e Use of multi-factor authentication (MFA) for users to strengthen identity
verification.

e Use of digital certificates or API keys for processes and devices acting on behalf of
users.

5. Monitoring of System Interactions:

e Logging of all access attempts and interactions with the system.
e Monitoring of these logs for anomalies, such as unidentified users or unauthorized
device connections.

6. Limiting Generic Accounts:

e Prohibition of shared or generic accounts wherever possible. If shared accounts are
necessary, implement compensating controls, such as audit logs.

7. Regular Audit of Identifiers:

e Periodic review and update of a list of active users, processes, and devices.
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e Disabling of identifiers for users, devices, or processes no longer authorized to
access the system.

8. Training and Guidance:

e Training of users on the importance of maintaining the confidentiality of their
identifiers (e.g., user IDs and passwords).
e Assurance that staff understand how devices and processes are authenticated.

Citations and References
o FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems, which
emphasizes identification of system users and devices.
e NIST SP 800-53r5: Identification and Authentication (IA) Family, specifically 1A-2
(Identification and Authentication for Users) and IA-3 (Device Identification).
e NIST SP 800-161rlupdl: Cybersecurity Supply Chain Risk Management Practices,
addressing entity identification in supply chain contexts.

(vi) Explanation and Instructions for Vendors: Authenticating (or
Verifying) the Identities of Users, Processes, or Devices

The requirement to "authenticate (or verify) the identities of those users, processes, or devices, as
a prerequisite to allowing access to organizational information systems" ensures that only verified
and authorized entities can access systems. Authentication is a critical security control that
safeguards against unauthorized access and helps maintain data integrity. Below is an explanation
of what is being asked and practical guidance to facilitate the completion of the associated Security
Assessment.

Explanation of the Requirement

This requirement focuses on verifying the claimed identity of users, processes, or devices before
granting them access to information systems. Authentication ensures that system access is
restricted to legitimate entities and prevents impersonation or unauthorized actions.

Key Objectives:

1. Confirm the identity of users, processes, and devices before granting system access.
2. Employ robust authentication mechanisms (e.g., multi-factor authentication).
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3. Prevent unauthorized entities from gaining access to sensitive systems or data.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
authenticate or verify the identities of users, processes, or devices,
which may include, but are not limited to, the following:

1. Implementation of Multi-Factor Authentication (MFA):

e Requirement of MFA for all users accessing organizational information systems.
MFA combines two or more authentication factors, such as:
* Something the user knows (password or PIN).
= Something the user has (security token or mobile app).
= Something the user is (biometric verification like fingerprint or facial
recognition).

2. Authentication of Devices:
e Use of device certificates, MAC address verification, or hardware tokens to
authenticate devices connecting to the network.
e Assurance that all devices meet your security requirements before granting access.
3. Securing of Processes Acting on Behalf of Users:
e Requiring processes to authenticate using API keys, tokens, or digital certificates
before accessing systems on behalf of users.
4. Enforcement of Strong Password Policies:

e Requiring that passwords meet complexity standards (e.g., minimum length,
special characters, no reuse of recent passwords).
e Regular prompt for users to update their passwords.
5. Use of Single Sign-On (SSO) and Identity Management Systems:
e Implementation of SSO solutions integrated with identity and access management
(IAM) tools to centralize authentication.
e Assurance that JAM systems enforce robust authentication protocols.
6. Regular Review of Authentication Mechanisms:

e Audit of authentication logs to detect and respond to suspicious activity, such as
repeated failed login attempts.
e Periodic update of authentication technologies to address emerging threats.
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7. Secure Authentication for Remote Access:

e Assurance that remote access requires VPNs with MFA or other secure
mechanisms.
e Prohibition of access via unsecured connections.

8. Training of Users and Administrators:

e Education of users about secure authentication practices, such as avoiding phishing
scams or sharing passwords.

e Training of administrators to recognize and respond to authentication-related
security events.

Citations and References
o FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems, which
emphasizes the use of authentication mechanisms.
e NIST SP 800-53r5: Identification and Authentication (IA) Family, specifically IA-5
(Authenticator Management) and IA-6 (Authenticator Feedback).
e NIST SP 800-161rlupdl: Cybersecurity Supply Chain Risk Management Practices,
addressing authentication in supply chain contexts.

(vii)  Explanation and Instructions for Vendors: Sanitizing or
Destroying Information System Media Containing Federal
Contract Information (FCI)' Before Disposal or Reuse

The requirement to "sanitize or destroy information system media containing Federal Contract
Information (FCI) before disposal or release for reuse" ensures that sensitive information is
completely removed and unrecoverable, safeguarding against data breaches or unauthorized
access. Below is an explanation of what is being asked and practical guidance to facilitate the
completion of the associated Security Assessment.

Explanation of the Requirement

This requirement emphasizes securely handling information system media—such as hard drives,
USB drives, CDs, or paper documents—that store or process FCI. Before media is disposed of,
recycled, or reused, all sensitive data must be irreversibly destroyed or sanitized to prevent
recovery.

Key Objectives:

1. Prevent unauthorized recovery of FCI from discarded or reused media.
2. Use industry-standard methods to securely erase or destroy data.
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3. Maintain a documented process for media sanitization and disposal.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
sanitize or destroy information system media containing federal
contract information (FCI) before disposal or reuse, which may
include, but are not limited to, the following:

1. Development of a Media Sanitization Policy:

e Creation of a documented policy outlining procedures for sanitizing or destroying
media containing FCI.

e Specification of roles and responsibilities for employees handling sanitization and
disposal.

2. Identification of Media Types:

e Maintenance of an inventory of media types (e.g., hard drives, USB drives, paper
records) that may store FCI.

e Regular update of this inventory to ensure comprehensive tracking.
3. Sanitization of Media Before Reuse:

e Use of data wiping tools or overwrite software to sanitize digital media.
e Adherence to standards like NIST SP 800-88 to determine the appropriate
sanitization method based on the media type and sensitivity of the data.

4. Destruction of Media Before Disposal:

e Physical destruction of media that is no longer reusable. For example:
= Use of shredders for paper documents.
= Use of degaussing tools or pulverizers for hard drives.
e Assurance that destruction methods render the data irretrievable.
5. Verification of Sanitization and Destruction:

e Implementation of a verification process to confirm that media has been
successfully sanitized or destroyed.
e Maintaining records of sanitization or destruction for audit purposes.

6. Securing of Media During Transit and Storage:

e Storage of media awaiting sanitization or destruction in secure locations.
e Use tamper-proof containers or lockable storage to prevent unauthorized access.
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7. Train Employees:

e Training of employees handling FCI on proper sanitization and destruction
methods.

e Provision of regular updates on new technologies or methods for secure data
removal.

8. Engagement of Certified Vendors if Needed:

e Use of certified data destruction services if internal resources are unavailable.
e Assurance that third-party vendors comply with applicable regulations and
standards.

Citations and References
e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
specifically addressing media sanitization and disposal.
e NIST SP 800-53r5: Media Protection (MP) Family, particularly MP-6 (Media
Sanitization).
e NIST SP 800-88: Guidelines for Media Sanitization, which provides detailed
recommendations for secure media sanitization and destruction.

(viii))  Explanation and Instructions for Vendors: Limiting Physical
Access to Organizational Information Systems, Equipment, and
Operating Environments

The requirement to "limit physical access to organizational information systems, equipment, and
the respective operating environments to authorized individuals" ensures that sensitive information
and systems are protected from unauthorized physical access, theft, or tampering. Below is an
explanation of what is being asked and practical guidance to facilitate the completion of the
associated Security Assessment.

Explanation of the Requirement
Physical security complements digital security by protecting hardware, systems, and environments

where information systems operate. Unauthorized physical access to these assets can lead to data
breaches, equipment theft, or disruption of operations.

Key Objectives:
1. Restrict physical access to information systems and environments to authorized personnel
only.
2. Protect equipment and systems from unauthorized physical actions, such as tampering or
removal.
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3. Monitor and audit physical access to identify and mitigate potential security risks.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
limit physical access to organizational information systems,
equipment, and operating environments, which may include, but are
not limited to, the following:

1. Establishment of Physical Access Control Policies:

e Documentation of policies defining who is authorized to access specific physical
locations, systems, and equipment.
e Specification of procedures for granting, revoking, and monitoring access.

2. Implementation of Physical Access Controls:

e Use of physical barriers such as locked doors, security gates, or access-controlled
turnstiles.

e Deployment of electronic access control systems (e.g., keycards, biometric
scanners) to restrict entry.

3. Securing of Operating Environments:

e Protection of data centers, server rooms, and other critical facilities with multi-
layered physical security measures.
e Limitation of access to sensitive areas to authorized individuals only, based on job
roles.
4. Control of Access Devices:

e Maintenance of strict control over keys, keycards, or biometric credentials issued
to authorized personnel.
e Regular review and update of the list of authorized individuals.
5. Escorting and Monitoring of Visitors:

e Requirements that visitors sign in, wear identification badges, and be escorted by
authorized personnel at all times.
e Monitoring and recording visitor activity in secure areas.

6. Implementation of Surveillance and Monitoring:

e Use of video surveillance cameras to monitor entry points and critical areas.
e Regular review of surveillance footage for unauthorized activities.
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7. Conducting of Physical Security Audits:

e Periodic inspection of facilities to ensure compliance with physical security
policies.
e Identification and attendance to any gaps in physical security measures.

8. Training of Personnel:

e Training of employees on physical security policies, including their responsibilities
in preventing unauthorized access.
e Emphasis of reporting of suspicious behavior or breaches in physical security.

Citations and References
e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
emphasizing physical access control.
o NIST SP 800-53r5: Physical and Environmental Protection (PE) Family, particularly PE-
3 (Physical Access Control) and PE-6 (Monitoring Physical Access).
e NIST SP 800-161r1updl: Cybersecurity Supply Chain Risk Management Practices,
addressing physical security measures for critical supply chain components.

(1x) Explanation and Instructions for Vendors: Escorting Visitors,
Monitoring Visitor Activity, Maintaining Audit Logs, and
Controlling Physical Access Devices

The requirement to "escort visitors and monitor visitor activity; maintain audit logs of physical
access; and control and manage physical access devices" ensures that vendors maintain robust
oversight of physical access to secure facilities, preventing unauthorized actions or breaches.
Below is an explanation of what is being asked and practical guidance to facilitate the completion
of the associated Security Assessment.

Explanation of the Requirement

This requirement mandates vendors to implement measures to track, control, and manage visitor
access to organizational premises and to secure physical access devices such as keycards, keys,
and biometric credentials.

Key Objectives:

1. Prevent unauthorized individuals from gaining unsupervised access to secure areas.
2. Monitor and document visitor activity to ensure accountability.
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3. Securely manage physical access devices to prevent misuse or loss.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing
relative to the escorting of visitors, monitoring of visitor activity,
maintenance of audit logs, and controlling physical access devices,
which may include, but are not limited to, the following:

1. Establishment of Visitor Control Policies:

e Development of policies that specify visitor access procedures, including escort
requirements, activity monitoring, and logging protocols.
¢ Defining of the roles and responsibilities of employees managing visitor access.

2. Implementation of Visitor Sign-In Procedures:

e The requirement that all visitors sign in upon arrival and provide valid
identification.

e Issuance of temporary visitor badges or credentials to differentiate them from
employees.

3. Escorting of Visitors:

e Assurance that visitors are escorted by authorized personnel at all times while in
restricted areas.

e Training of employees responsible for escorting visitors to monitor activities and
ensure compliance with security policies.

4. Monitoring and Recording of Visitor Activity:

e Use of surveillance systems (e.g., CCTV) to monitor visitor activity in secure areas.
e Logging of visitor actions in high-security zones and periodically review logs for
anomalies.

5. Maintenance of Audit Logs of Physical Access:

e Use of electronic access control systems to log physical access automatically.

e Includes details such as the identity of the individual accessing the area, the time of
entry and exit, and the area accessed.

e Retention of logs for an appropriate period based on organizational policies or legal
requirements.

6. Control and Management of Physical Access Devices:

e Keeping a secure inventory of physical access devices, such as keycards, keys, or
biometric credentials.
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e Revoking access immediately for lost, stolen, or unreturned devices, or for
individuals whose authorization has been terminated.

7. Conduct of Regular Audits:

e Periodic audit of physical access logs and devices to ensure compliance with access
policies.

e Identification and attendance to gaps or issues, such as missing devices or
unexplained access.

8. Train Employees:

e Provision of training on visitor escorting procedures, monitoring practices, and the
management of physical access devices.

e Assurance that employees understand the importance of adhering to physical
security protocols.

Citations and References
e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
emphasizing physical security and visitor management.
o NIST SP 800-53r5: Physical and Environmental Protection (PE) Family, particularly PE-
8 (Visitor Access Records) and PE-2 (Physical Access Authorizations).
e NIST SP 800-161r1updl: Cybersecurity Supply Chain Risk Management Practices,
addressing visitor monitoring in secure supply chain contexts.

(x) Explanation and Instructions for Vendors: Monitoring,
Controlling, and Protecting Organizational Communications at
External and Key Internal Boundaries

The requirement to "monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries and key
internal boundaries of the information systems" ensures that all data flowing in and out of the
system is secure, monitored, and controlled to prevent unauthorized access or data leaks. Below
is an explanation of what is being asked and practical guidance to facilitate the completion of the
associated Security Assessment.

Explanation of the Requirement

This requirement focuses on securing the flow of information through the organization's
information systems, particularly at external boundaries (e.g., firewalls, internet gateways) and key
internal boundaries (e.g., between network segments). Organizations can detect and prevent
unauthorized access, data exfiltration, and malicious activities by monitoring and controlling
communications.

Key Objectives:
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1. Protect data transmitted across networks from unauthorized access or tampering.
2. Monitor communications to detect and respond to suspicious or unauthorized activities.
3. Enforce security controls at system boundaries to mitigate risks.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
monitor, control, and protect organizational communications at
external and key internal boundaries, which may include, but are not
limited to, the following:

1. Implementation of Network Boundary Protections:

e Use of firewalls, intrusion detection systems (IDS), and intrusion prevention
systems (IPS) to secure external boundaries.

e Configuring of these systems to block unauthorized access and detect malicious
activities.

2. Encryption of Communications:

e Use of encryption protocols (e.g., TLS, IPsec) to protect data transmitted over
external and internal networks.

e Assurance that encryption methods comply with organizational and regulatory
standards.

3. Monitoring Network Traffic:

e Deployment of tools to monitor traffic at external and internal boundaries in real-
time.

e Use of logs and alerts to identify unusual patterns, such as unexpected data transfers
or unauthorized access attempts.

4. Segmentation of Networks:

e Use of network segmentation to separate critical systems from less secure areas of
the network.

e Limiting of communication between network segments to only what is necessary
for operational purposes.

5. Authentication and Authorization of Communications:

e Requirement for strong authentication for devices and users communicating across
boundaries.
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e Verification of the source and destination of communications to ensure they are
authorized.

6. Control of External Access:

e Restriction of external access to organizational systems to only authorized users
and systems.

¢ Implementation of Virtual Private Networks (VPNs) or secure gateways for remote
access.

7. Filtering and Inspection of Traffic:

e Use of content filtering and deep packet inspection (DPI) to analyze incoming and
outgoing communications for malicious content.
e Blocking of potentially harmful data, such as malware or phishing attempts.

8. Audit and Review of Communications:

e Regular review logs and reports of boundary communications to identify trends or
potential vulnerabilities.

e Conducting of periodic security assessments of boundary protections.

9. Employee Training:

e Training of employees on the importance of securing communications and
recognizing potential threats, such as phishing or social engineering.

10.Development of Incident Response Plans:

e Preparation of procedures for responding to communication-related security
incidents, such as data breaches or malware infections.

e Assurance that the plan includes steps to isolate affected systems and restore secure
operations.

Citations and References

o FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems, which
requires monitoring and controlling organizational communications.

e NIST SP 800-53r5: System and Communications Protection (SC) Family, particularly SC-
7 (Boundary Protection) and SC-12 (Cryptographic Key Establishment and Management).

e NIST SP 800-161r1updl: Cybersecurity Supply Chain Risk Management Practices,
addressing secure communication in supply chain contexts.

(x1) Explanation and Instructions for Vendors: Implementing

Subnetworks for Publicly Accessible System Components that
are Physically or Logically Separated from Internal Networks

The requirement to "implement subnetworks for publicly accessible system components that are
physically or logically separated from internal networks" ensures that systems exposed to the
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public (e.g., websites, APIs) are isolated from critical internal systems to prevent unauthorized
access and limit the impact of potential breaches. Below is an explanation of what is being asked
and practical guidance to facilitate the completion of the associated Security Assessment.

Explanation of the Requirement

This requirement focuses on securing public-facing systems, such as web servers, email servers,
and public APIs, by isolating them in subnetworks (also known as DMZs or demilitarized zones).
Separation ensures that even if a public system is compromised, internal networks remain
protected.

Key Objectives:
1. Prevent unauthorized access from public-facing systems to internal networks.

2. Limit the potential impact of a compromise on public-facing components.
3. Enhance the ability to monitor and control public system traffic independently.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
implement subnetworks for publicly accessible system components
that are physically or logically separated from internal networks,
which may include, but are not limited to, the following:

1. Designing and Implementation of Subnetworks (DMZs):

e Creation of dedicated subnetworks (physically or logically separated) for systems
exposed to the public.

e Placement of public-facing components, such as web servers or email servers,
within these subnetworks.

2. Use of Firewalls to Control Access:

e Deployment of firewalls between the DMZ and the internal network and the
internet.

e Configuration of firewall rules to tightly control traffic, allowing only necessary
communications between the DMZ and internal systems.

3. Isolation of Internal Networks:

e Assurance that public-facing components cannot directly access sensitive internal
systems or data.

e Use of network address translation (NAT) and access control lists (ACLSs) to restrict
communications.
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4. Monitoring of DMZ Traffic:

e Implementation of intrusion detection systems (IDS) or intrusion prevention
systems (IPS) to monitor traffic in and out of the DMZ.
e Regular review of logs and alerts for unusual or unauthorized activity.

5. Securing of Communications:

e Use of encryption (e.g., TLS) for all communications between public-facing
components and external users.

e Authentication of connections to ensure only authorized users or devices can
communicate with DMZ systems.

6. Segmentation of Systems Within the DMZ.:

e [fmultiple public-facing components exist, segmentation of them further within the
DMZ to prevent one compromised system from affecting others.

7. Regular Testing and Updating of Configurations:

e Penetration testing to ensure the DMZ is effectively isolated and protected.
e Keeping of firewalls, routers, and public-facing systems up to date with the latest
patches and configurations.

8. Education and Training of Personnel:

e Training of IT staff on the purpose and proper management of DMZs.
e Assurance that team members understand the importance of separating public and
internal systems.

Citations and References
o FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems, which
includes boundary protection requirements.
e NIST SP 800-53r5: System and Communications Protection (SC) Family, specifically SC-
7 (Boundary Protection) and SC-44 (Detonation Chambers for Email).
e NIST SP 800-161r1updl: Cybersecurity Supply Chain Risk Management Practices,
highlighting secure architecture for public and internal system separation.

(xi1))  Explanation and Instructions for Vendors: Identifying,
Reporting, and Correcting Information and Information System
Flaws in a Timely Manner

The requirement to "identify, report, and correct information and information system flaws in a
timely manner" ensures that vulnerabilities in systems or processes are promptly addressed to
mitigate potential security risks and prevent exploitation. Below is an explanation of what is being
asked and practical guidance to facilitate the completion of the associated Security Assessment.
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Explanation of the Requirement

This requirement focuses on implementing processes to identify vulnerabilities, report them
internally or externally as needed, and apply corrective actions such as patches or configuration
updates. This ensures that flaws in software, hardware, or processes are managed before malicious
actors can exploit them.

Key Objectives:
1. Regularly assess systems to detect vulnerabilities or flaws.

2. Report identified issues to appropriate personnel or stakeholders.
3. Correct flaws promptly to maintain the security and integrity of information systems.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
identify, report, and correct information and information system

flaws in a timely manner, which may include, but are not limited to,

1. Establishment of a Vulnerability Management Program:
e Development and documentation of a formal program to identify, track, and
remediate vulnerabilities.
e Includes procedures for scanning, assessing, and prioritizing vulnerabilities.
2. Performance of Regular Vulnerability Scans:
e Automated tools are used to scan systems for known vulnerabilities regularly.
e Assurance that scans cover all software, hardware, and network components.
3. Monitoring of Threat Intelligence Sources:

e Subscriptions to security advisories, vulnerability databases (e.g., NVD or CVE),
and vendor bulletins to stay informed of emerging threats.
e Monitoring of relevant industry-specific threat intelligence sources.

4. Prioritization of Flaw Remediation:

e Assigning of risk levels to identified flaws based on potential impact and
exploitability.

e Addressing high-risk vulnerabilities immediately, while scheduling lower-priority
fixes appropriately.
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Application of Patches and Updates:

e Keeping software and systems up to date by applying security patches and updates
as soon as they become available.

e Testing of patches in a controlled environment before deploying them to production
systems.

Report of Flaws Internally and Externally:

e Establishment of a process for employees to report suspected flaws or
vulnerabilities.

e Notification of affected stakeholders, including customers or regulatory bodies, of
significant vulnerabilities when required.

Documentation and Tracking of Remediation Efforts:

e Maintaining logs of identified flaws, remediation actions, and timelines.

e Use of tracking tools to ensure vulnerabilities are resolved in a timely manner.
Regular Audits and Penetration Testing:

e Performance of periodic audits and penetration testing to identify weaknesses that
may not be detectable through automated scans.
e Use the findings to improve vulnerability management processes.

Training:

e Training of employees and contractors on recognizing and reporting system flaws
or vulnerabilities.

e Education of staff on secure coding practices and configuration management to
reduce the likelihood of introducing vulnerabilities.

10.Development of a Contingency Plan:

e Prepare for scenarios where a flaw cannot be immediately corrected, such as by
implementing compensating controls or isolating affected systems.

Citations and References

FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
emphasizing the importance of vulnerability management.

NIST SP 800-53r5: System and Information Integrity (SI) Family, particularly SI-2 (Flaw
Remediation) and SI-5 (Security Alerts and Advisories).

NIST SP 800-161rlupdl: Cybersecurity Supply Chain Risk Management Practices,
which include guidance for identifying and mitigating vulnerabilities in supply chains.
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(xii1))  Explanation and Instructions for Vendors: Providing Protection
from Malicious Code at Appropriate Locations Within
Organizational Information Systems

The requirement to "provide protection from malicious code at appropriate locations within
organizational information systems" ensures that vendors implement proactive and reactive
defenses to detect, prevent, and mitigate malware threats, protecting the confidentiality, integrity,
and availability of information systems. Below is an explanation of what is being asked and
practical guidance to facilitate the completion of the associated Security Assessment.

Explanation of the Requirement

This requirement focuses on establishing controls to identify and block malicious code—such as
viruses, worms, ransomware, or spyware—at critical points within an organization’s information
systems. Protection mechanisms must be integrated at system entry points, communication
boundaries, and internal processes.

Key Objectives:

1. Detect and prevent malicious code from entering or propagating within information
systems.

2. Ensure real-time monitoring and protection at appropriate locations (e.g., endpoints,
servers, email gateways).

3. Enable timely response to identified threats to mitigate potential impacts.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
provide protection from malicious code at appropriate locations
within organizational information systems, which may include, but
are not limited to, the following:

1. Deployment of Anti-Malware Solutions:

¢ Installation of anti-malware tools on all endpoints (e.g., desktops, laptops, servers)
to detect and remove malicious code.

e Assurance that tools provide real-time scanning, scheduled scans, and automatic
updates.
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. Protect Entry Points:

e Implementation of email security solutions to scan attachments and links for
malicious content.

e Use web filtering to block access to malicious websites and prevent drive-by
downloads.

. Securing of Network Boundaries:

e Deployment of intrusion detection systems (IDS) and intrusion prevention systems
(IPS) to monitor network traffic for malicious payloads.
e Use of firewalls to block known malicious IPs and suspicious traffic patterns.

. Sandboxing:

e Use of sandbox environments to isolate and analyze potentially malicious files
before allowing them to execute on organizational systems.

. Establishment of Monitoring and Alerts:

e Enabling logging and monitoring of all anti-malware activities.
e Configuring alerts for suspicious activities, such as repeated failed attempts to
execute files or unauthorized script execution.

. Regular Update of Tools and Signatures:

e Maintenance of anti-malware tools and threat databases updated with the latest
signatures and patches to protect against emerging threats.

. Performing Regular Scans:

e Schedule of regular malware scans for all systems, including endpoints, file servers,
and backup repositories.
e Additional scans after significant updates or incidents.

. Educating Users:

e Training of employees and contractors will be trained to recognize phishing emails,
suspicious links, and malicious file attachments.

e Promoting best practices, such as not opening unknown emails or downloading files
from untrusted sources.

. Implementation of Segmentation:

e Use of network segmentation to contain potential malware outbreaks and minimize
their impact on critical systems.

10.Development of a Malware Response Plan:

e Preparation of incident response procedures for handling malware infections,
including containment, eradication, and recovery steps.
e Assurance that staff are trained on executing the plan during an incident.
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Citations and References

e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems, which
requires protections against malicious code.

e NIST SP 800-53r5: System and Communications Protection (SC) and System and
Information Integrity (SI) Families, particularly SI-3 (Malicious Code Protection) and SI-
4 (System Monitoring).

e NIST SP 800-161rlupdl: Cybersecurity Supply Chain Risk Management Practices,
addressing secure supply chain operations and malware protection measures.

(xiv)  Explanation and Instructions for Vendors: Updating Malicious
Code Protection Mechanisms When New Releases Are
Available

The requirement to "update malicious code protection mechanisms when new releases are
available" ensures that vendors stay protected against the latest threats by maintaining up-to-date
tools and systems capable of detecting and mitigating emerging malicious code. Below is an
explanation of what is being asked and practical guidance to facilitate the completion of the
associated Security Assessment.

Explanation of the Requirement

Malicious actors continuously develop new types of malware, making it essential to keep
malicious code protection mechanisms, such as antivirus software, intrusion detection systems
(IDS), and endpoint protection tools, current. Updates often include:

o New malware definitions or signatures.

e Improvements to detection algorithms.

o Fixes for vulnerabilities in existing protection tools.

Key Objectives:
1. Ensure protection mechanisms can identify and mitigate newly discovered threats.

2. Close security gaps by applying fixes or improvements provided by updates.
3. Reduce the likelihood of successful malware attacks due to outdated defenses.
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Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
update malicious code protection mechanisms when new releases are
available, which may include, but are not limited to, the following:

1. Enabling Automatic Updates:

e Configuring of malicious code protection tools to receive and install updates
automatically whenever new releases are available.

e Assurance that this setting is applied to all endpoints, servers, and network security
tools.

2. Regularly Checking for Updates:

e For tools that do not support automatic updates, scheduling of regular checks for
updates (e.g., daily or weekly).

e Prioritization of updates that address critical vulnerabilities or major malware
outbreaks.

3. Monitoring of Vendor Notifications:

e Subscriptions to vendor bulletins, email alerts, or RSS feeds to receive notifications
about new releases, patches, or critical updates.
e Actions taken regarding high-priority updates as soon as they are released.
4. Testing of Updates in a Controlled Environment:

e Before deploying updates to production systems, testing them in a controlled
environment to ensure compatibility with your systems and workflows.
e Documentation of testing results for compliance purposes.
5. Maintenance of Update Logs:

e Maintenance of records of all updates applied, including the date, version, and
systems updated.
e Use of these logs for audits or incident investigations.
6. Education of Users and Administrators:

e Training of IT staff to monitor for update availability and apply updates promptly.
e Assurance that employees understand the importance of keeping their devices (e.g.,
laptops, desktops) updated with the latest malicious code protection.
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7. Audit and Verification of Update Status:

e Regular audit of systems to confirm that all protection mechanisms are updated.
e Investigation and addressing any discrepancies immediately.

8. Integrate Updates with Patch Management:

¢ Inclusion of malicious code protection updates as part of your organization’s overall
patch management program.
e Scheduling of update activities to minimize disruption to operations.

(xv) Explanation and Instructions for Vendors: Performing
Periodic and Real-Time System Scans

The requirement to "perform periodic and real-time system scans" ensures that vendors proactively
identify and mitigate vulnerabilities, malicious activities, and potential threats in their information
systems. This practice helps maintain robust security by detecting issues before they can impact
the organization. Below is an explanation of what is being asked and practical guidance to facilitate
the completion of the associated Security Assessment.

Explanation of the Requirement

Periodic and real-time system scans are critical for identifying vulnerabilities and detecting threats
across networks, servers, and endpoints. Scans should identify security gaps such as outdated
software, misconfigurations, or the presence of malicious code. These practices are essential for
ensuring compliance with cybersecurity frameworks and protecting against evolving threats.

Key Objectives:

1. Detect and mitigate vulnerabilities in a timely manner.

2. Identify unauthorized activities or malicious code through real-time monitoring.

3. Ensure compliance with organizational and regulatory requirements for cybersecurity
monitoring.

Information being sought is an explanation of what specific practices,
processes, and/or procedures, if any, you are currently utilizing to
perform Periodic and Real-Time System Scans, which may include,
but are not limited to, the following:
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1. Use of Vulnerability Scanning Tools:
o Deployment of automated tools such as Nessus, Qualys, or OpenVAS for regular
system scans.
o Performance of full-system scans at least monthly and targeted scans after system
changes or patches.
2. Real-Time Threat Detection:
o Utilization of tools like Endpoint Detection and Response (EDR) or Security
Information and Event Management (SIEM) solutions for real-time monitoring.
o Continuous monitoring for suspicious activities or anomalies in system behavior.
3. Scheduling and Frequency:
o Establishment of a scanning schedule tailored to the sensitivity of the data and
systems involved.
o Performance of real-time scans on high-risk systems and periodic scans for
comprehensive coverage.
4. Review and Analysis of Scan Results:
o Assignment of a team to review scan reports promptly and prioritize remediation
of critical findings.
o Documenting of false positives to improve scanning accuracy.
5. Incident Response Integration:
o Integration of scan findings with incident response plans to ensure timely
containment and resolution of identified threats.
6. Training and Awareness:
o Training of IT staff to interpret scan results and address vulnerabilities eftectively.
o Encouraging of regular updates of scanning tools to maintain accuracy and
relevance.
7. Compliance Verification:
o Maintaining logs of all scans conducted, including dates, findings, and remediation
actions taken.
o Use these logs to demonstrate compliance during audits or reviews.

(xvi) Verification or certification of any cybersecurity-
related certifications

The requirement to "provide verification or certification of any cybersecurity-related
certifications" ensures that vendors demonstrate their adherence to recognized cybersecurity
standards and practices. Certifications validate their commitment to securing information systems
and supply chains. Below is an explanation of what is being asked and practical guidance to
facilitate the completion of the associated Security Assessment.

Explanation of the Requirement

Cybersecurity certifications, such as ISO 27001, SOC 2, or CMMC, indicate that a vendor has
implemented effective security controls and has undergone third-party audits. These certifications
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provide assurance of the vendor’s capability to protect sensitive data and comply with industry and
regulatory standards.

Key Objectives:
1. Validate the vendor’s security posture and adherence to recognized standards.

2. Provide evidence of ongoing compliance with industry and regulatory requirements.
3. Establish trust and transparency in vendor security practices.

Information being sought is an explanation of the existence of any
cybersecurity-related certifications your organization currently holds.
This should include details such as the type of certification (e.g., ISO
27001, SOC 2, CMMC), the issuing body, the date of issuance, and the
date of expiration or most recent renewal. Your response may also
include any additional certifications relevant to cybersecurity
practices which may include, but are not limited to, the following:

1. List of Certifications:
o Provide a detailed list of current cybersecurity-related certifications, such as ISO
27001, SOC 2 Type II, Cybersecurity Maturity Model Certification (CMMC), or
NIST 800-171 compliance.
o Include certificates for any additional relevant standards.
2. Verification of Authenticity:
o Include supporting documentation, such as scanned copies of certificates or links
to public certification registries.
o Highlight third-party audit reports that validate the certifications.
3. Certification Dates and Renewals:
o Provide the issue date, expiration date, and latest renewal date for each certification.
o Include a timeline or plan for renewing certifications nearing expiration.
4. Demonstration of Certified Practices:
o Describe how certified controls are implemented in daily operations.
o Provide examples of audit reports, policies, or procedures that align with the
certifications.
5. Certification Maintenance:
o Outline ongoing activities to maintain certification, such as internal audits, training,
and continuous improvement efforts.
o Highlight any corrective actions taken to address non-conformities identified
during audits.
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6. Vendor-Specific Certifications:
o If the vendor possesses unique or niche certifications (e.g., industry-specific),
include these as well.
o Explain how these certifications contribute to enhancing supply chain security.
7. Training and Awareness:
o Train key personnel on the requirements and implications of certifications.
o Encourage continued education to stay current with evolving standards.
8. Compliance with Certification Requirements:
o Maintaining and monitoring of compliance with certification requirements to
prevent lapses.
o Establishment mechanisms for periodic review and audit readiness.

Citations and References
e FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems,
emphasizing timely updates to security tools.
e NIST SP 800-53r5: System and Information Integrity (SI) Family, specifically SI-3
(Malicious Code Protection) and SI-4 (System Monitoring).
e NIST SP 800-161r1updl: Cybersecurity Supply Chain Risk Management Practices for

Systems and Organizations, which include updating protection tools to address evolving
threats.

i Federal Contract Information (FCI) is defined as information provided by or generated for the Government under a contract
that is not intended for public release. This includes data that is transmitted or stored by vendors and suppliers while performing
on federal contracts, but it does not include information provided by the Government to the public (e.g., on public websites)
or simple transactional information necessary to process payments).
1. FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems
a) FAR 52.204-21 specifically references FCI as the type of information that must be safeguarded under its
requirements. It defines the protection and safeguarding controls that contractors must implement to secure
FCL
2. NIST SP 800-171: Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations
a)  While primarily focused on Controlled Unclassified Information (CUI), NIST SP 800-171 often overlaps
with FCI safeguarding requirements in its alignment with FAR 52.204-21.
3. OMB Memorandum M-17-25: Reporting Guidance for Executive Order 13800

a) Provides federal-level guidance to ensure FCI and other unclassified information are adequately protected in
contractor systems.
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